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Introduction

Heartbeats are messages sent from a licensed applitatihe license server while the
application has one or more licenses checked out fnersdrver. The license server
acknowledges the receipt of each heartbeat by sendingsageeback to the application.
In this way, each side can know that the other side isumpjng, and healthy, or take
appropriate action if the other side is not healthy.

Not all licensed applications use heartbeats, and by ddfi@yldon’t. The application
developer must make specific RLM functions calls to mae=of heartbeats. Typically
short duty cycle applications — those that run onlyafshort period of time, like
compilers — don’t use heartbeats. It would be pointessé heartbeats in an application
whose duty cycle is on the order of a couple of minutdsss.

Note that if a licensed application (client) crashesxits without checking in its
licenses, the license server detects this and returnganges used by the crashed or
exited application to the pool of available licenseswelver, if the client operating
system crashes or the network between them is sggthehe server is unaware of this
and the client’s licenses remain checked out until énees times the licenses out or
human intervention is taken.

ISV server TIMEOUT

The ISV server keeps track of how long it has been sirees received a heartbeat from
each client. The end user can set up a TIMEOUT (per ptjooiu€IMEOUTALL (all
products) in the ISV options file. For each clienthaatlicense checked out, if the server
hasn't received a heartbeat within the specified ialleftvdecides that the client is no
longer active, and returns its license(s) to the availpbbl. By default the ISV server
doesn’t have any timeout. The ISV may specify on dipense basis the minimum
timeout that may be specified iby the end user. Bhikone with the “min_timeout=n"
optional license attribute.

If a TIMEOUT interval is set too low and an active otis license is returned to the
available pool, an appropriately-coded client will attetopteacquire the license without
interruption of service. See the discussion of recctiome in the automatic and manual
heartbeat sections below.

Using Heartbeatsin the Client

The licensed application developer has the choice legtwsing automatic heartbeats,
manual heartbeats, or no heartbeats at all (the l[def&Mith automatic heartbeats, RLM
creates a thread to perform the sending of heartbedtsacking of responses. With
manual heartbeats, the client calls an RLM funcpenodically which checks for the
acknowledgement of the previous heartbeat and sends anatheAutomatic heartbeats
are a good choice where the application can affor&dv to create a thread. Where



the application needs all available threads for itgedfnual heartbeats are the logical
choice.

Automatic Heartbeats
To set up automatic heartbeats, the client calls rino_#ilst any time after rim_init is
called successfully.

ri mauto_hb(RLM HANDLE handl e, int period, int auto_reconn, void
(*handl er) ())

See the RLM Integrators guide for full details on rettalues and arguments.

The period argument specifies how often to send a heartBegood nominal value is 60
seconds.

The auto_reconn argument specifies whether or not RldJldhattempt to reconnect to
the license server and re-checkout licenses if theestion to the server is lost. Most
applications will specify that reconnection should et

The handler argument is a callback function supplied &yldveloper, which is called by
RLM after a reconnect attempt is made. The purposi@otallback is to inform the
application that reconnect attempts are being made Ifvitmiglies loss of
communications with the server), so that the appdinatan make decisions about
whether to continue or not.

When the client’s reconnect handler is called, gh@ieation should first determine if the
reconnect attempt was successful, then decide if sorttef action is necessary. The
application will have some policy built-in about howdpa period it is willing to tolerate
being disconnected from the license server before istade action. The action taken
in that case is also up to the application. It migivesany work in progress and exit, or it
might enter a reduced functionality mode until its lieeissrestored.

The application determines if the reconnect was sultddsscalling rim_license_stat().
This functionmay not be called from the handler though, so the handleridlset a flag
indicating that another thread should do the check.

Manual Heartbeats

If use of automatic heartbeats is not practical invargapplication, manual heartbeats
may be used instead. The function rim_get_attr_health($ detdl manual heartbeats.
Note that the sending and receiving of heartbeats is asymals — the client doest

send a heartbeat and wait for a response. Instead;iokout() sends the first heartbeat
to the server. Then each call to rim_get_attr _hedltisf)checks to see if a response to
the previous heartbeat has arrived, then sends a heartloeagjet_attr _health is used as
follows:

int status = rimaget_attr_heal th(RLM LI CENSE |i cense)



The status returned indicates the health of the coondct the license server. 0 means
OK, RLM_EL_NO_HEARTBEAT means that the last hearthveasn't acknowledged by
the server, and RLM_EL_SERVER_DOWN means the servems.d&ee license.h for
full details on status values.

The application should call rim_get_attr_health() everyute or two. RLM keeps track
internally of the time of last call to rim_get_attr_hbk@l and blocks the sending of
heartbeats more frequently than once every 30 secoradsrsat to use network resources
irresponsibly. The application developer decides whretkea code to call
rim_get_attr_health(). For an interactive applicatiogpad choice is the main loop that
accepts and processes user input.

Just as is the case with applications using automatrtheaas, the application using
manual heartbeats will have some policy as to hogy ibwill tolerate unacknowledged
heartbeats, and what action to take when that thregheiteeded.

Unlike automatic heartbeats, there is no automaticwesziion with manual heartbeats.
An application which receives an error from rim_get_&alth() should call
rim_checkin() and retry rim_checkout().

Heartbeats and Uncounted or Single Licenses
It is tempting to think that an application that uses onigounted licenses needn’t be
concerned with heartbeats, but this is not the cakere are 2 reasons for this:

1. If an application is enabled with a license locked tonaorable host ID
(RLMID1 or RLMIDZ2), the application needs to know ifdawhen that
removable hosted is no longer present. It does thiheiaeartbeat mechanism.
rim_license_stat() and rim_get_attr_health() return
RLM_EL_PORTABLE_REMOVED in this case.

2. Very often, applications are developed with one kindcafnise in mind, eg,
nodelocked uncounted. But after deployment an unanticigétetion often
arises that dictates another kind of license should ke Uugéhe ability to handle
heartbeats is coded into the application, then the sfylieense available at
runtime is transparent to the application - no chatg#ése application are
necessary when a new license type is deployed.



